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Amendment dated Jim. 14, 2005 

AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions; and listings, of claims in the 
application. Please amend Claims 10, 33, 36, 38, 40, and 43-45 as follows: 

1. (Canceled) 

2. (Previously Presented) The method of claim 44 wherein the step of 
communicating the first datum of the message with encryption of the first datum and the 
step of communicating the second datum of the message without encryption of the second 
datum comprise the step of communicating the first datum with encryption and the second 

5 datum without encryption in a same packet that comprises the message. 

3. (Previously Presented) The method of claim 44 wherein the step of 
communicating the first datum of the message with encryption of the first datum and the 
step of communicating the second datum of the message without encryption of the second 
datum comprise the steps of: 

5 communicating the first datum with encryption in a first packet of the message; 

and 

communicating the second datum without encryption in a second packet of the 
message different from the first packet of the message. 

4. (Previously Presented) The method of claim 44 wherein the step of 
communicating the first datum of the message with encryption of the first datum and the 
step of communicating the second datum of the message without encryption of the second 
datum comprise the step of employing a same path between the first computing device and 

5 the second computing device to communicate the first datum with encryption and the 
second datum without encryption. 
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5. (Original) The method of claim 4 wherein the step of employing the same 
path to communicate the first datum with encryption and the second datum without 
encryption comprises the step of employing a TCP/IP passage between the first computing 
device and the second computing device to communicate the first datum with encryption 

5 and the second datum without encryption. 

6. (Previously Presented) The method of claim 44 wherein the step of 
communicating the first datum of the message with encryption of the first datum 
comprises the step of employing a key to encrypt the first datum of the message for 
communication of the first datum from the first computing device to the second computing 
device with encryption of the first datum. 

7. (Previously Presented) The method of claim 44 further comprising the step 
of communicating a key from the second computing device to the first computing device, 
and wherein the step of communicating the first datum of the message from the first 
computing device to the second computing device with encryption of the first datum 

5 comprises the step of employing the key to encrypt the first datum of the message for 

communication of the first datum from the first computing device to the second computing 
device, 

8. (Original) The method of claim 7 wherein the key comprises a first key, 
and further comprising the step of employing a second key to decrypt the first datum of 
the message after communication of the first datum from the first computing device to the 
second computing device with encryption of the first datum. 
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9. (Original) The method of claim 8 further comprising the step of selecting 
the first key and the second key to comprise matched keys for communication of the first 
datum of the message from the first computing device to the second computing device 
with security of the first datum, 

1 0. (Currently Amended) The method of claim 44 further comprising th e step 
of commuriiuiting a piuccdmc from the second computing d e vice t o the fust computing 
d e vic e , and wherein th e step of communicating the first datum uf the message from the 
first computing device to the second computing device with encrypt ton of the first datum 

5 comprises th e step of employing the proc e dure to e nciypt the first datum of the messag e 
f o r communication uf th e first datum from the first mruputirrg d e vLc tu the second 
computing devicewherein the Web page comprises hypertext markup language, wherein 
the first datum comprises the credit card number, wherein the second datum comprises 
information related to a purchase bv the user, wherein the program is embedded in the 
10 Web page, and further comprising: 

foaming th$ program qti thg firgt poflipyiting device after foe Web page i$ received 
bv the first computing device. 

1 1 . (Original) The method of claim 1 0 wherein the step of communicating the 
procedure from the second computing device to the first computing device comprises the 
step of selecting the procedure to comprise a procedure based on a machine independent 
Web protocol 

12. (Canceled) 

13. (Original) The method of claim 10 wherein the step of communicating the 
first datum of the message from the first computing device to the second computing 
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device with encryption of the first datum comprises the step of employing the procedure 
to select the first datum of the message for communication of the first datum from the first 
5 computing device to the second computing device with encryption of the first datum. 

14. (Original) The method of claim 13 wherein the step of communicating the 
second datum of the message from the first computing device to the second computing 
device without encryption of the second datum comprises the step of employing the 
procedure to select the second datum of the message for communication of the second 

5 datum from the first computing device to the second computing device without encryption 
of the second datum. 

15. (Canceled) 

1 6. (Previously Presented) The system of claim 45 wherein the first computing 
device receives the first datum with encryption and the second datum without encryption 
in a same packet that comprises the message. 

17. (Previously Presented) The system of claim 45 wherein the first computing 
device receives the first datum with encryption in a first packet of the message, and 
wherein the first computing device receives the second datum without encryption in a 
second packet of the message different from the first packet of the message. 

1 8. (Previously Presented) The system of claim 45 wherein the first computing 
device employs a same path to receive from the second computing device, the first datum 
of the message with encryption and the second datum of the message without encryption. 
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19. (Original) The system of claim 18 wherein the same path comprises a 
TCP/IP passage between the first computing device and the second computing device. 

20. (Previously Presented) The system of claim 45 wherein the information 
communicated from the first computing device to the second computing device includes a 
key employed by the second computing device to encrypt the first datum of the message 
for communication of the first datum from the second computing device to the first 
computing device. 

21 . (Original) The system of claim 20 wherein the key comprises a first key, 
and wherein the first computing device employs a second key to decrypt the first datum of 
the message communicated from the second computing device to the first computing 
device with encryption of the first datum. 

22. (Original) The system of claim 21 wherein the first computing device 
selects the first key and the second key to comprise matched keys for communication of 
the first datum of the message from the second computing device to the first computing 
device with security of the first datum. 

23. (Previously Presented) The system of claim 45 in combination with the 
second computing device, wherein the second computing device employs the procedure to 
encrypt the first datum for communication of the first datum of the message from the 
second computing device to the first computing device. 

24. (Previously Presented) The system of claim 45 wherein the procedure is 
based on a machine independent Web protocol. 
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25. (Canceled) 

26. (Previously Presented) The system of claim 45 wherein the procedure 
causes the second computing device to select the first datum for communication of the 
first datum of the message from the second computing device to the first computing 
device with encryption of the first datum. 



27. (Original) The system of claim 26 wherein the procedure causes the second 
computing device to select the second datum for communication of the second datum of 
the message from the second computing device to the first computing device without 
encryption of the second datum 

28. (Previously Presented) An article of manufacture comprising at least one 
computer usable medium having computer readable program code operable to perform the 
steps of claim 44. 

29. (Previously Presented) The method of claim 44 wherein the first datum is 
confidential information to a user and the second datum is non-confidential information to 
the user. 

30. (Previously Presented) The method of claim 44 further comprising: 
receiving the message from a user, the message comprising a plurality of input 

fields; and 

determining each input field comprising confidential information to the user and 
5 each input field comprising non-confidential information to the user, wherein the first 
datum is confidential information and the second datum is non-confidential information. 
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3 1 . (Previously Presented) The method of claim 44 wherein the communicating 
steps occur at least substantially simultaneously. 

32. (Previously Presented) The method of claim 30, wherein the 
communicating steps comprise: 

encrypting the information in each of the input fields identified as comprising 
confidential information; and 
5 not encrypting the information in each of the input fields identified as comprising 

non-confidential information* 



33. (Currently Amended) The system of claim 45 wherein the first datum is 
cunfidential informati o n t o a user and the second datum is uon»confidtutial information to 
thmser the Web page comprises hypertext markup language, wherein the first datum 
comprises the credit card number, wherein the second datum comprises information 
related to a purchase bv the user, wherein the procedure is in an applet received from the 
srepnd wnununicaton dgvire- 

34. (Previously Presented) The system of claim 45 wherein the second 
computing device is operable to receive the message from a user, the message comprising 
a plurality of input fields and determine each input field comprising confidential 
information to the user and each input field comprising non-confidential information to the 

5 user, wherein the first datum is confidential information and the second datum is non- 
confidential information. 



35. (Previously Presented) The system of claim 34, wherein the second 
computing device encrypts the information in each of the input fields identified as 
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comprising confidential information and does not encrypt the information in each of the 
input fields identified as comprising non-confidential information. 

36. (Currently Amended) A method of communication data between a first 
computing device and a second computing device, the method comprising: 

(a) a browser on the first computing device providing a display Web page to a 
user, the display Web page comprising at least first and second input fields for input from 

S the user and at least a first presentation field associated with the at least first and second 
input fields; 

(b) a program on the first computing device receiving a message from the user, 
wherein the message comprises at least a first and second datum input by the user into the 
at least first and second input fields, respectively, of the f fdisplav flWeb page , wherein the 

10 first datum is confidential to the user and the second datum is non-confidential to the user, 
and wherein the first datum comprises at least one of a credit card number and a social 
security number : 

(c) the program identifying that the first datum is confidential and the second 
datum is non-confidential; 

15 (d) the first computing device communicating, to the second computing device 

over an untrusted network , the first datum with encryption; and 

(e) the first computing device communicating, to the second computing device 
over the untrusted network , the second datum without encryption, wherein steps (d) and 
(e) occur at least substantially simultaneously. 



37. (Previously Presented) The method of claim 36, wherein, in steps (d) and 
(e), the first and second data are included in a same packet. 
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38. (Currently Amended) The method of claim 36, wherei n, in steps (d) and 
(s) T th e , first and second data arc tiAiismittid al o ng a same pat h the Web page comprises 
hypertext markup language, wherein the first datum comprises the credit card number* 
wherein the second datum comprises information related to a purchase bv the user. 
wherein the program is embedded in the Web page, and further comprising: 

fading the program pn the fast computing teyira fritter the Web page is received 
by tfag first computing device, 

39. (Previously Presented) A computer readable medium comprising 
instructions to perform the steps of claim 36. 

40. (Currently Amended) A system for communicating data between first and 
second computing devices, comprising: 

(a) a first computer device operable to communicate data over an untrusted 
network, the first computer device comprising: 
5 a user display, the display comprising at least first and second input fields 

of a Web page for input from the user and at least a first presentation field associated with 
the at least first and second input fields; 

means for receiving a message from the user, wherein the message 
comprises at least a first and second datum input by the user into the at least first and 
10 second input fields, respectively, of the display, wherein the first datum is confidential to 
the user and the second datum is non-confidential to the use r, wherein the first datum 
comprises at least one of a credit card number and a social security number: and 

means for identifying that the first datum is confidential and the second 
datum is non-confidential; and 
15 (b) a second communication device in communication with the first communication 

device, wherein the first computing device communicates, to the second computing device 
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over the untrusted network , the first datum with encryption and the second datum without 
encryption. 

4 1 . (Previously Presented) The system of claim 40, wherein the first and 
second datum are communicated at least substantially simultaneously. 

42. (Previously Presented) The system of claim 40, wherein the first and 
second data are included in a same packet. 

43. (Currently Amended) The system of claim 40, wherein the fust and sciuml 
data art transmitted along a same path the Web page comprises hypertext markup 
language, wherein the first datum comprises the credit card number, wherein the second 
datum comprises information related to a purchase bv the user, wherein the means for 
identifying is in an applet received from the second communication device . 

44. (Currently Amended) A method of communicating data between a first 
confuting device and a second computing device, the method comprising the steps of: 

at a first computing device, receiving input information from a Web pag e displayed 
to a user, the input information comprising at least first and second datum corresponding 
5 respectively to at least first and second user input field s, wherein the first datum comprises 
at least one of a credit card number and a social security number: 

at the first computing device, a program determining which of the at least first and 
second user input fields contains confidential information, wherein the first datum is 
confidential to the user and the second datum is not confidential to the user; 
10 the first computing device conumxnicating the first datum of the message to a 

second computing device with encryption of the first datum; and 
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the first computing device communicating the second datum of the message over 
an untrusted network to the second computing device without encryption of the second 
datum. 



45. (Currently Amended) A data communication system comprising: 
fust and second computing d e vices, wherein : 

the s e cond computing d e vice is operabl e tu piuvide a display to a user, the 
display comprising at least fust and second input fields fin input fioin the user and at least 
5 a fast presentation field associated with the at least first and second input fi e lds and 
icceivc, hum the user, a messag e conesponding to th e display, wh e rein a fust datum 
refers to the fust input field and a second datum to the secund input fi e ld uf the display; 
and 

th e first computing device is op e rabl e to communicat e information to the 
10 s e cond computing device responsive to a lequcst fiom the second computing device t o the 
Gist computing device, tire information including a procedure that causes th e s e cond 
c o mputing device communicate the fust datum to the first computing devic e with 
encryption and the second datum to the fust computing device without encryption 

(a) a first conputer device operable to communicate data over an untrusted 
15 network, the first computer device comprising: 

a user display, the display comprising at least first and second input fields 
of a Web page for input from the user and at least a first presentation field associated with 
the at least first and second input fields : 

an input operable to receive a message from the user, wherein the message 
20 comprises at least a first and second datum input bv the user into the at least first and 

gecpnd inp^it figlfo respectively, pf the display, yrherejn the first dafrim i? confidential tp 
the user and the second datum is non-confidential to the user and wherein the first datum 
comprises at least one of a credit card number and a social security number: and 
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a procedure operable to identify that the first datum is confidential and the 
25 second datum is non-confidential: and 

(b) a second communication device in communication with the first communication 
device, wherein the first computing device communicates, to the second computing device 
over the untrusted network, the first datum with encryption and the second datum without 
encryption 



